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:Health information technologies, digital health, and artificial intelligence significantly
jimprove patient safety; however, these technologies sometimes compromise patient
i safety, leading to serious harm and even death. Many studies highlighted a variety of
i patient safety risks attributed to these technologies. Software malfunctions, incorrect data
linput, inadequate alerts generated by these technologies, delays in order entry systems,
: poor user interfaces, system misalignment with clinical workflows, algorithmic flaws, and
j gender, racial, and geographical biases are some flaws that may result in patient safety
1 incidents. Researchers in Iran mainly focus on the positive aspects and outcomes of these
:technologies. Researchers should pay more attention to the harmful impacts and patient
; safety risks of digital health and Al
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The emergence of digital health technologies and
artificial intelligence, such as electronic health
records, telemedicine, electronic prescriptions, and
clinical decision support systems has significantly
improved the quality, efficiency, effectiveness,
safety, and accessibility of healthcare services [1-3].
However, these technologies have sometimes
compromised patient safety, leading to serious harm
and even death, which necessitates special attention
[4-6]. Patient safety refers to the prevention or
reduction of avoidable harm during medical care [7].

In a 2012 report, 171 incidents related to health
information technology were reviewed, among

which 124 were classified as having a harmful
impact. Of these incidents, eight (6.4%) resulted in
actual patient harm. Three incidents were potentially
linked to patient death, one required immediate
resuscitation, one led to prolonged hospitalization,
and three caused injuries that necessitated additional
treatment. These errors often stemmed from
software malfunctions, incorrect data input, or
inadequate alerts [8]. Another report highlighted an
increase in mortality from 2.8% to 6.6% following
the implementation of a computerized physician
order entry (CPOE) system in a pediatric care center.
This rise was attributed to delays in order entry, a
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poor user interface, and system misalignment with
clinical workflows [9]. Another study found that
CPOE was associated with over 22 types of
medication-related  risks, including incorrect
dosages, dangerous drug interactions, and accidental
deletion of critical orders, sometimes resulting in
hospitalization or emergency interventions [10].
These findings indicate that even systems designed
to reduce errors may pose risks to patient safety due
to design or implementation flaws.

Flaws in health information systems can also
result in harmful consequences. Inadequate data
elements in clinical forms and diagnostic errors
caused by such systems may result in unnecessary
imaging, treatment delays, and increased threats to
patient safety [11]. In Sweden, investigations
revealed that flaws in electronic prescription
systems such as software functionality issues and
user interface problems caused delays in care and
posed serious risks to patient health [12]. According
to a BBC report, failures in IT systems within the
UK's NHS have been linked to delayed surgeries,
patient deaths, and over 100 serious harm incidents.
These problems were largely attributed to system
outages,  failures in  delivering  medical
correspondence, and insufficient access to patient
records [13].

Acrtificial intelligence also presents unique
challenges in healthcare. For instance, a pneumonia
detection system that performed well in two
hospitals failed in a third due to data bias, leading to
misdiagnoses and treatment delays [14]. A
systematic review of the usability of Al in sepsis
care found that twenty-two studies exhibited a high
risk of bias or serious concerns regarding their
applicability [15]. Additionally, in 2019, Al tools
used in medical imaging provided incorrect
diagnoses in 7% of cases, primarily due to
algorithmic flaws and insufficient user training,
leading to unnecessary imaging and increased risks
for patients [5]. Common issues with Al tools
include gender, racial, and geographical biases, as
well as inadequate user training, factors that can
result in erroneous decisions and compromise
patient safety [14].

In Iran, a variety of digital health systems
including hospital information systems, electronic
health records, telehealth, and e-prescriptions are
being implemented. However, most research has
primarily focused on the benefits of these
technologies, while their risks and adverse impacts
on patient safety have received less attention [1-2,
16-19]. This oversight persists despite evidence
indicating that such technologies can lead to adverse
outcomes including unnecessary hospitalizations,
permanent harm, or patient mortality.

Policymakers and healthcare professionals are
also expected to revise standards and prioritize
patient safety to ensure that technology remains a

tool for improved patient safety. Additionally, it is
essential for researchers and academic journals to
pay more attention to the safety risks associated with
these technologies. Awareness of these risks can
lead to more careful system design, enhanced user
training, and ongoing monitoring of technology
performance and safety risks. Journal of Health
Administration invites researchers to submit related
high quality papers to this journal.
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