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What was already known on this topic:

e Information disorders have not been specifically investigated in the health context.

e Types of information disorders in the literature are divided into three categories: misinformation,
disinformation and malinformation.

e Information disorders in the health context may lead to delays or incorrect treatment.

What this study added to our knowledge:

« The consequences of health information disorders should be examined in the context of health
communication, with particular attention to its components including sender, message, channel and
receiver.

« To effectively address health information disorders, their types, examples and consequences should be
communicated to the general public, health professionals, and health policy makers through media and
health informants.

«  Collaboration and cooperation among health professionals, media representative and health information
specialists are important strategies for addressing health information disorders.
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Introduction

The spread of information disorders creates a
complex challenge to the accurate transmission of
information within society. This issue is particularly
significant in the health sector, where it poses major
challenges and consequences for individuals,
healthcare ~ providers, and public  health
organizations [1]. The literature in this field suggests
that the dissemination of false news can be attributed
to the emergence of digital platforms and the
democratization of information [2]. The unrestricted
flow of information by users, often without
considering the source and its potential inaccuracy,
has created a conducive environment for the
dissemination of false or misleading information [3].
Additionally, studies have highlighted the role of
cognitive biases in sustaining false news. Cognitive
phenomena, such as confirmation bias, lead
individuals to seek and accept information that
aligns with their preexisting beliefs, thereby
contributing to the spread of false information [4].
Understanding and analyzing the consequences of
misinformation  dissemination and detection
methods can facilitate the development of strategies
to combat this issue, which is particularly important
in the health sector. Previous research has shown
that, due to the importance of decision-making in
treatment and its impact on the health and lives of
individuals, the health sector is highly sensitive to
the spread of false information [5]. Studies indicate
that information disorders within the health sector
may result in delays or incorrect treatment [6].
Moreover, the spread of information disorders can
erode trust in healthcare institutions, as individuals
may become skeptical of health and medical advice,
as well as the guidelines and recommendations
provided by policymakers and health professionals
[7]. This erosion of trust can have far-reaching
consequences, particularly in the realm of public
health and treatment. Conversely, the consequences
of the spread of information disorders in the health
sector are profound and multifaceted. Previous
research has shown that false information in the
health sector may lead to the adoption of harmful
preventive and treatment methods, as individuals
may resort to self-medication or alternative
treatments based on misleading information [8].
Furthermore, the spread of false health-related
information can exacerbate health disparities within
communities, as certain populations may be more
susceptible to these information disorders due to
differences in digital technology usage and access to
information resources. Vulnerable communities, in
particular, disproportionately bear the brunt of the
detrimental effects of information disorders [9].
Addressing the challenges posed by information
disorders in the health sector requires a multifaceted

approach. Prior research has proposed several viable
strategies. Verification measures and interventions,
as shown in the Alohali’s [10] research , have proven
effective in reducing the spread of false information.
Additionally, collaboration between information
technology companies and healthcare organizations
has been suggested to mitigate the dissemination of
information disorders. The development of public
education programs, as noted by Okan et al. [12],
can empower individuals to critically evaluate health
information and make informed decisions.

Methods

This qualitative was conducted using the
conventional content analysis method. The
participants in this study included health
professionals, = medical librarians  and
information specialists, patients, and media
representatives from the health sector. These
participants were selected based on their
adequate knowledge of the subject and at least
one experience with health information
disorders. The sampling method was purposive,
aiming to ensure diverse expertise and
perspectives in the health field (total = 26
participants). To collect data, key questions
were formulated following a review of existing
literature and discussions among the research
team. These questions were posed during semi-
structured interviews. After conducting in-
depth interviews with experts, the data were
analyzed using conventional content analysis,
which involved a systematic process of iterative
coding and continuous comparison. For data
analysis, each interview was recorded and
transcribed verbatim. Codes were then
extracted from the text, and throughout this
process, the codes were continuously reviewed
and revised. The use of MAXQDA software
facilitated data organization. At this stage,
codes were grouped into distinct categories
based on similarities and differences, and a
label was assigned to each category based on
the frequency and overall conceptual
significance of the codes in each group. This
initial labeling was refined during subsequent
interviews and revisions. Several strategies
were employed to ensure the accuracy and
robustness of the data throughout the research
process. To enhance the study's reliability,
member checking was utilized. After the initial
analysis, participants were given the
opportunity to review and confirm the typed
transcripts of their interviews and the

Journal of Health Administration 2024;27(1):5-21.



Consequences of dissemination of health information disorders

Amir Zalpour et al.

preliminary findings, which helped ensure that
their perspectives were accurately represented
in the study. Triangulation was also used as a
method to increase the validity and reliability of
the findings. This approach involved the use of
multiple sources and methods for data
collection, including interviews with different
groups, reminders, and field notes to verify and
validate emerging concepts. In this study,
triangulation of sources involved collecting
data from interviews with individuals from
different sectors of health, information, and
media. Investigator triangulation was achieved
through the input of supervisors and advisors.
Method triangulation included the collection of
data through literature review, interviews,
reminders, field notes, and participant writings.
Results

The study involved 26 participants, comprising
14 women and 12 men. They were divided into
four groups: healthcare professionals, medical
librarians and information specialists, patients,
and media professionals in the health sector. All

participants had sufficient knowledge in the
field and at least one experience with health
information  disorders.  This  experience
included encounters with patients for healthcare
professionals; authorship or collaboration in
writing articles on health information disorders
for medical librarians and information
specialists; writing at least one article or news
piece, or engaging in discussions with news
media on health information disorders for
journalists and media professionals. For
patients, this experience was defined as either
having dealt with health information disorders
or having had COVID-19. As shown in Table
1, the implications of health information
disorders are categorized into four main
categories: sender, message (content), channel,
and receiver, with nine subcategories: public,
experts, informational issues, content issues,
media, dissemination issues, reaction to
information, personal issues, and social issues
under these main categories.

Table 1. Consequences of health information disorders

Main Category  Subcategory

Concepts

Interview Code*

Sender Public Intensified individual decision-making N4, P5, P1
Doubt and uncertainty 13, P7, N1
Experts Inaccurate diagnosis M7, M3, N3
Uncertain treatment P2, M6
Fake news dissemination M2, N1, P5, P2
Lack of time for information evaluation M3
Reliance on personal experience in information production N5, M4
Message Informational  Information complexity M1
(Content) issues Information overload N4
Informational doubt M4, 15
Content issues  Distortion of the topic's nature 15
Content incompleteness or fragmentation N2
Channel Media Media sensationalism P6
Stirring up emotions M2
Dissemination  Lack of tiered access to information 11, 14, P3
issues Mismatch of published content with the audience 14
Hasty packaging and presentation of information 14
Receiver Reaction to Exaggeration N5, 14
information Denial 14, 15
Negative mindset M2, N5
Personal Stress and anxiety 14, 15, 13, P3, P5
issues Destruction of beliefs and values N6, P5, M2
Financial and political exploitation M8, M5, N1
Quarrels P2
Social issues Lifestyle changes N6, 14, N5
Damage to reputation M8, N2
Disturbance and loss of peace P6
Distortion of individuals, organizations, and events 15, N3, M3

*Code Guide: M: Doctors and other healthcare professionals; N: Health journalists; I: Health information specialists; P: Patients affected by

health information disorders

As observed in Table 2, the theme of methods for
detecting health information disorders consists of four
main categories: the sender, the message (content), the

channel, and the receiver, along with seven
subcategories:  the general public, experts,
informational and content issues, verification and
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evaluation, technical issues, and the use of technology.
Table 2.Methods for detecting health information disorders

Main Category

Subcategory

Concepts

Interview Codes

Sender

General public

Source comparison and matching

M3, 11

Searching in news sources P1, M7, M2, N3
Checking the author and source N6, N2
Experts Evidence search M7, 11, 14,12, 15
Consistency and integration check 15, 14
Use of verification technologies N2, N1, M2
Message Informational and Reviewing references and source of the message P1, M6, N2
(Content) content issues Checking the use of quotes M1, M6, I3
Evaluating tone, language, timing, data, and images M6, P3, N1
Reviewing financial and political sponsors M5, M8, I5, P6
Channel Verification and Verifying and evaluating information platforms N1, N2, M4, 15, N2
evaluation Verifying and evaluating social networks 15, 11, N1, N2, P3
Verifying and evaluating messaging apps N1, P2
Technical issues Algorithmic detection M3, N4
Reporting systems N4
Receiver Verification and Verifying sources and references N1, N2, M4, 15
evaluation Evaluating author credibility N4, M7, P1, N4
Checking biases and motivations 12, P1, P6, P7
Use of technology Designing verification services on websites and apps  P5, P6

As seen in Table 3, the theme of strategies for
combating health information disorders includes
four main categories: the sender, the message
(content), the channel, and the receiver, along with
literacy and knowledge,

nine

subcategories:

verification and evaluation,
informational and

Table 3. Strategies for combating health information disorders

content
dissemination issues, collaboration, psychological
issues, and technological issues).

psychological issues,
issues, media,

Main Category Subcategory Concepts Interview Codes
Sender Literacy and Increasing health literacy 11,12, N1
knowledge Increasing information literacy N2
Increasing media literacy 11, 12
Promoting critical thinking 13, N6
Verification and  Self-correction M8
evaluation Source and author review N4, M7, P1, N4
Psychological Avoiding emotionalism M2
issues Promoting a sense of responsibility P2
Message Informational Promoting corrective messages M8
(Content) and content Promoting discussion in information environments M4, N7
issues Promoting the use of neutral and unbiased language in N6
messages
Mandatory inclusion of publication dates N2, P3
Enhancing the quality, accessibility, and visibility of N4, M7, P1, P7
sources
Channel Media Upgrading and updating communication standardsand N2
protocols
Accelerating content review and correction processes M8
Training journalists, doctors, and informers for social N2, 11
networks
Increasing transparency and monitoring advertisements N1, P1
Dissemination Utilizing verification and evaluation tools N6, N1, M2, M4, I5
issues Implementing content monitoring policies M2, M4
Labeling content N2
Receiver Collaboration Interdisciplinary collaboration (media, medicine, 13, 14, M5
information dissemination)
Strengthening journalists' unions 12, 14
Psychological Avoiding biases and prejudices 12, M2
issues Promoting critical thinking 13, N6
Technological Verifying content on websites and apps N6, N1, M2, M4, 15
issues Producing educational content M3, M4, M8, N4, N6
Online monitoring and selection N2, N4
8 Journal of Health Administration 2024;27(1):5-21.
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Discussion

This study aimed to identify the consequences of
disseminating information disorders in the health
sector to explore methods for detecting and
combating them. The results indicated that the
spread of information disorders in the health domain
can result in multiple negative consequences at
various levels. The study also identified the most
important methods for detecting health information

disorders and strategies to counter them within the
context of health communication, focusing on the
sender, the message (content), the channel, and the
receiver, from the perspective of various
stakeholders  involved in the production,
dissemination, or use of health information. These
stakeholders included patients, health professionals,
media personnel, and health information specialists.
Figure 1 illustrates a summary of the study's findings
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Figure 1: Consequences of health information disorders, detection methods, and countermeasures

Following limitations should be considered. We
could not conduct some interview sessions in person
and face-to-face primarily due to the COVID-19
pandemic. To address this issue, we utilized
available online platforms for interviews and
simultaneously recorded the sessions. Furthermore,
the study faced common limitations of qualitative
research, which the researchers attempted to
mitigate by spending sufficient time and care,

consulting experts during data analysis, and
adhering to all stages of data validation and
integrity. Overall, this study demonstrated that the
spread of health information disorders is a serious
challenge in the health sector which can lead to
numerous negative consequences. Therefore,
identifying and implementing methods to detect and
counteract health information disorders are essential
for preventing these consequences at individual,
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social, and organizational levels. By applying the
methods presented in this study, the negative
outcomes of the spread of health information
disorders can be reduced, allowing for more
informed decisions in the health sector. In this
regard, following strategies are recommended.

1. Itisrecommended that the types of information
disorders, their instances, and consequences be
introduced to both the general public and health
professionals to enhance their decision-making
abilities when faced with this phenomenon.

2. Itissuggested that methods for detecting health
information disorders be taught to users by
health information authorities, particularly
librarians.

3. Based on the study's results, the following
strategies are also recommended:

o Developing and utilizing (semi-)automated
verification tools for rapid and accurate
information validation

o Implementing comprehensive training
programs for health journalists and media
personnel to enhance their ability to verify
and authenticate health information

o Fostering collaboration and consensus
among health  professionals, media
personnel, and health information
specialists to achieve a  shared
understanding of health information
disorders and develop policies for the
production and dissemination of health
information to the public

o Establishing  legal  oversight and
enforcement to regulate the dissemination
of health information and prevent the
spread of information disorders.
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